# & 24 | Storage and Transportation Safety

EE LM 2SR BMRG LRI

Ba (ARG HRALEMNEDARNS Ry g, 317

H OE. YATHAIEARALE TREBER A4 EMEZEGESH RIS, €% BT TERER
BEUNBRNERN A EAEGREXFE., S TLEMATIE L4 APT &, BURBA A KIELKF ZH
R Z LB, FROGPERREEREEG RPN ELEETOALERM, KA THAFE TIEM %5
BPE. FRARSFHCHE, NEXTZFES5ETREL, RAEREHBL R LRG0 BEEMLT, BRAINMKIER
B OB TOANF AEBR, MARRERGBHGZCRE, AMELLEE. FRAGHAETE TIEM%
AR ARRBE R LAE L 5635 7).

KR WAFTHEIEMYG;, ZEEE BRI, RAABH,;, RIERESN;, TALER

FE 43S TP393.08; TE973 XERFRINAD: A XERS: 1674-5167 (2026 ) 002-0124-03

Jera 110170)

Construction of an Industrial Control Network Cybersecurity Situational Awareness
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Abstract: The industrial control system of oil and gas pipelines is a core component of energy transportation critical
infrastructure, and its safe and stable operation is directly related to national energy security and public interests. At present,
industrial control networks are facing various types of security threats such as APT attacks, protocol vulnerability exploitation,
and data tampering. Traditional protection systems have obstacles in achieving full lifecycle security control. This article is
based on the core characteristics of real-time and specificity of oil and gas pipeline industrial control networks. Starting from
the construction background and requirements, it systematically elaborates on the layered architecture design of the situational
awareness system, deeply analyzes key technologies such as data acquisition, analysis, and visualization, clarifies the core
points of system implementation and operation, and provides technical support and implementation guidance for building a

comprehensive and intelligent oil and gas pipeline industrial control network security protection system.
Keywords: oil and gas pipeline industrial control network; Security situation awareness; System architecture; Data

collection and analysis; Visualization technology

Bl Tolk B S5 5~ A R, AT T
B REME GBS A Wi . Faefb s,
SCADA ., DCS 50 RGN L5 B R 10, 7rde
THEFRCR B ARG R, ZeREAE K., WEHE
EEZREFEmNEEEE, HTEME LG
JRHERL . BB AR SRE, 2R RES | A H
HEFHCM ST, X TR RGBS UE | Bk HLERLE,
15801 BB 7 2 LSRR R Y B XU . LA,
FA AT SR IR . RS HEFIIAT . PR S N BE T I s
PBHIR G, ARTHIAE B T3 M2 2P K
B SR T1
1T HREELEMNERESHBRNAGERE S
5%k
1.1 HREETERAENEEE S S

TMAEE T3 RGE R M R &R A s b B
R A ORI 2%, RIS SRR B . EA TR
il . PR TS, SR RBERE IR AL () AR 4
FUEGE T ML, AR EARRZ AL —
SRR R, SCADA ZR S8 MCAE B 5 4 il e 17 (1) 2B

B EAEZRVPON], 4 el eI n] RE T | A
TORSHTER I, LG T 2R ML AU AT B,
AR RS B UM 225, BN T2 B A XE R
ATV L PR e R, ER S TH B A HE L I
BV RGP EOR ;s TR IR, Ty T
PR TS, AT R, PEERT N,
Ty OB AR IR . X R E T A4
() Esf 2% SESE MR T PV, ASRE A FIAZ 40 IT (2%
By
1.2 BRSHBRMAGHLEN

R, I E T AR R A I, 2 4By
P shvE G R ., RS R G
SNERE T TR, [ PR B0 h oL RE PR AR A
HY xS, Bah#E MRS S . AREE X
o, Bk, ARG R BB ELATIE . R
5T, s AEBAEAARE . AR B . B IH A
I AREE x5 Kk A, A GeAs BRSO LB 9 P
ARERAE RT3 4, AR G0 HL Ik T il o 4 30 5
VG, BN RN, PPk

124~

2026 £ 01 A hELIES



FEIR WG A, RPN R Gl i A IEE S TR
P, me B BRI . FIRASS . AERBUE, RBh
N CBEBIRIXST AR CEBBEET , isdE N G 4R
BARG A, BB R LR B T A,
2 HEEELIEMERESERMAG MWL
2.1 ARG BIREEAREA

A TE T4 W2 2% L S IR R G4y IZ 450
Kiih, WK RIS, PhRIEE. REHEB T R
N, w7 ORAE - AhH - W - RO - X iR
PG ZR, IR RO T4 N 2% 22 4 25 340 42 I T 5
I, REGUBEIREE N B o AR AEZ
B2 | SRR RS IEZR = FEZH,
BRI AR R OO B . VA TAE . [RIAfsE
A PMEZER, AEEB X S LR R 14 4 AT 55 ik
TED AT, O BE 5 IR AT AT 55 A =<, e
JIGT SIS 5 1 5 AR Wy X A A A A T AU TR
W2 A3 A XA B G SRR R, BRI AL R,
BRI X 28 ey . A SRR AR A
ARG P
2.2 BW\REE T

B RAR 2 RS HBIBHN RGN SRS 7, RIH S
I 2 4 AH S B B 5 E BT 55 . Hosei b B S e T
OREERIEE R et . SRt 5 %4, BATITER
£SO S O I SO - S N5 B e W = S 1= B B 2 S 2 S=o 1]
BiE, SEZLTERG S5 . WS M5
P . LB &K | B N DR ERE . SR e
TEUSCEE R 32 ARMCEE R Br s, PO 54k
P FHIC IR AR B & LU S T30, Zoumi & RS 54k
PEAERUAR ) RV ] Je A TR S0, RIE R
LA, A, BAEREZ B mAEEE ST, XA
[ 2548 B IE AT PR EAL S0 B, Sy I 2t TARE SR
M B S
2.3 BB S BRI

B AL PR 55 AT 2 02 A SRR 2R G 1 S
RGP SR AR B R AT TR B 4 4 PN 22 4 25 5 DR i AT
%5, A0 B b S A B B Rl A o B L S A
RS HETR S ZZGCR ] SR + st
A VESAE o 2R s % S PR R m B B i o A 7
AH AT BT, G0 DR 25 I e S AN A, R R e AR
RIDL s i o B 208 =om B IR IR i 4
DR 4 0 R R, P st 2 o AR D 4 A W A A
R R s HE A A R A HESR, oA CTr
KA T AR & A A, B IRSCR A
P A2 AR R A FAR RGN R B TR B 5 ds , THBR
BRI VSR THEEN B BdE P& 2 /R,

Storage and Transportation Safety | 4% & 4~

F i YR LTS H TR, LRI TS RS
BB . B EERIBON . il 2R SR T, K
HEPUI UM . AL BT S ORI B A 3
3 MRS EEITIEMEZRETSERMAZ KRBERA
3.1 HWHERELA

AR RATE SRR ARG W TARR A
BEXHM I TR 2 B A PR RS vk R A
R ZRIEARZGE G BTk, HERRCEE 227 T8
oAb I AR SR BRI IR DR Z —, EFXF
EWLTAV B, a0 oA FREE oA ik, e
ST B, SRBOCHME R, RS T BRI
BAE, L M RN . MZR R ROR
A6 ] v s O PR T LR 2R AR AR B, AT
THEMGRERR R, SO BOREPUNGET, it
R A SRR R, TR i D AR AR A
WA R T o A s B ICR RS SRR PR
PUABRELL APT, 7R 20000 5 R S A AU, Sy
Wi R B, X IH B aE s Tl s R Se sk,
RS I A B R PR B S i 22 42 IEAh, 2K
Y [l HOR i I (el R AT 1, G — AN Rl R R
SRR TR], B RS B S i
3.2 BHESITEAR

B W BOR & B SR I T A O
BRI AR IE TAEM L8 2 2 EMRE, a5 ablds~d |
WA o SRERMT AR, s 4R . BRefsr
B, ML~ BORTE S H AR ot A, i
oy = SN = = 25 K D G B B ol T 2 SN S X B 3
TR, EALIER AT ARELARRY, 1SR i 25 2%
e R . b, W ) AN EN TR
EREAS, BEPURIRMSN , EHTERZER L e
JH o REE A D B I HEST AR/ 2% (RNN)
BRIZR L (CNN) SERIE R, TRASZ
i TS, A ShERIBGRIZ R, 4R M R
Bk R RE Jy, B, BT RNN AL Y I 17 2
I3 AT DAY R T I 1E) e S R e A7 R o ORI A 4
RS R OGBSI DT FEA [F B IR A5 S
Blhn, SRBCMHTZE  Beds H R, s e
i, i B A, PN A UM BRI A T
e o R At AR RE T
3.3 RETH MUK

LRBHAMAUEAIEE F L 2R S RE R
WIREIE RS, H Bz e N SR T i A Al
UL, PRERREE . b AT ROARYE T M 24830
AR RS AR, ST S BB s A BE IR,
B I mse o, B BhE 4 PR R B

FELIES 2026 4 01 A

125~



4k 32 24~ | Storage and Transportation Safety

SHPNCEREHE AR Z Y Eiabr R X, B,
FEMR SRR 0T bR, 15 Bhis g A D iR i ik 4
S MOEN L ARE TP B RS (GIS)
JERIMAAE BT SR, AANFEBEIX 43K
Bod, Hhisde NG T KRB A . SFRE i
AT A0 AR e A 1o Bk 6 i 458 i s 2 4 1k 4 o B 4
R, WEhEE N AR BESA.
4 HSEELIEMERESEBRMAG Lt SIEHE
4.1 SELHERIEMEML

F G0 I RS AL ORI A B 2R G R
BHIEWBITH O, iR TR - =il
TE — WA - MR A - AR SRR bR EE
1To TR VEA B BB AT AR A I S T A% 0
FE, AR IEWERG TR, TR KB U
BISCPE, T EHIE M BARE R A 451, S5A Tl g
BRI %, KB, Lot Cum i,
WET AT A, SBERIEMBCRA “aEE . &t
P EHET R, SerE AR O DX e e i R
YOUE, FHES RIS, RS ESF L SR, A A
By B i A sE , X R G AT 2w, i
STV, SRk R . A B B e A
HHITZ, WA, TN AE, SRS
BHE, BilsgE AR,
4.2 EEREIEEN

B TR RS 0 AL 5 AR Vi AR T T AR 45 40 A =X
FES TR, 2H “UnthF, XEE” 5,
PR GBI TRCR S AL, w6 B rE
BB iy, R RBIRCRES . b, B
FIWT S RTINS, 12 FH A 2R T ZEA B O e 1]
S AT R, TR A 2 SRR R G b
B2 A 5e % . 2T M BRI A S
JEE WA, AREAR SRR . T P
155, sz ZEi A RE 539, Py
XA I OB S 455, FXTEZL TR R
4, 4 SCADA FEiil .0, DCS RS 4%, Bk B %
B ST, PRIEBE R e 5, BT
Yokl % .
4.3 BHERESK

FA R BT 12 4 R ZR R PRI S SR R e dr st
BATHICHE, BENL CH R - SRRALBE - SR ek
dE - BEARNN EREERAE . H R NI L lis 2
AT, Rl RGeia i TiE oA, dar sk HAGA
TR . A, S b PR SR A A A () i,
e Ao T R S A O R R, WA L e TR
&, e TR, MRS XA s, HREIRE

FKHATE, e RRIPERE S RS AR H R

WO, AL R . RUMME B R AEE O, R

MG . I ATBIRLAE B RGO ER 1 5 e 10

B, WEH MG S . BRI AL, E

KB EhBn, RENE, sHEARBITE,

R Z 7 e ab B, Kt bk .

4.4 ZEEBERKL
R R b2 2 R R RS RIS R 58 B A

G EE Y, EMNAGVER . B, B

B = A R RAR R . AE ANV I, =™

& A UEAFIAL RS AL, e R SRe/ MSRR 00 53 P 442

FPERURR, FFe diAZ g B, By ik BB S Ol s

Al E I REZR, AR, BE

FeRE AN SACFRRE Ty . AR R AR T, e S E Y

GEPEH B, MEERE AT EE L], PRI

B TAERME . brifE; @ ew i, emdit

PRI N . stT HERRhE SR, M2 AT A .

FERARRRE T 1T, SRAZFh R 2R, BNt

AR PR AR AL () K5l . U TR 48 1l R AR i A 1k

Vil A=K 5 B AR B i sty . iR 44

A IRNIHER I, PRIERGE L 2F0E .

5 &

M AT TR MWK Z 2SR RS, &N
XY TR IR A2l (REERERE T “RKafk”
R TR RZ S . (G B 2RI, S s
ARV R s R R, R T MBI RAERE
SR NS A P ] R e 7 ) 4 A P R
WRGHRT T TR MK Z2Brae ), HEsh 7idse
Bl PP A sl 1 e A8 Sk =B, il AR AT
b B AR R SR el K R BEE T IR S A A
AR AT SV S AR
SEH:

&4, E24E BETF HhATHEIERALAN L%
ARELE ZE G E&ME [ FE L &ML T 2025
(08):65-67

2] K . A FETIERNERIEZLEGY [ HFH
KI5 R 2025,43(03):77-79

Bl £% . ABRAE &% LE AR EHAETELS L PO
B )], F B & bl TR f 5 2 ,2025,45(03):
189-191.

[4] Rk, 3T, KR, F . A FTELERALANEL
MR IR 518 5 B 7 []]. % AW @ 42 ,2022,41
(10):51-58.

5] WA EFH T HRZAARNLLLEGF X[ 83
A%, ,2022,39(01):104-105.

-126-

2026 4 01 A hELIES



